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Honeywell Security Plug in

Enables the integration of the certified alarm systems MB Secure PRO and MB Secure by
Honeywell Security.

Features:

Internal and external arming and disarming of the alarm system
Virtual group events and controls

Door events and controls

Macro events and controls

Output of all system states

Depending on the certification level of the alarm system, bidirectional communication in

the programming can be restricted to unidirectional communication on the MB Secure side.

Information:

For MB Secure PRO, the Smart Building License (License Option 059829) by
Honeywell Security is required.

For MB Secure, the Third-Party Integration Level 3 (License Option 059822) is
required.

This plugin is only supported by second-generation Miniservers.

If access to the system is not available, please contact the Honeywell System Partner
responsible for the project.
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Initial Configuration:

Open the Honeywell software 1Q PanelControl and log in with an authorized user. Ensure
that the software requires at least version V16.05. The system MB Secure PRO must be
running at least version V03.06 and have an activated Smart Building License.

Perform an update if necessary.

4 1Q PanelControl Login
)

v

Honeywell

Identification

User name service

Password

A Server
Address  localhost

Port 3001

Ok

Your available panels will be displayed in the overview.

e,l e@- 1Q PanelControl - Shell - o X
=)
Navigation »f| Panels
el 2 | Serial number | Full access 1Q MultiAccess/Pro-Watch
B Cormector B ° [ ve-searepro 1
3 s
B paness
> Objects
@ Customers
& Contactdata
@ Mobie devices
M Tidkets
User management
&5 Operator grows
& Operators
Administration 2
< Changelog
¥ Time tasks
: & Test connection 4 R & Send newest =
General | Configurations | License  Authorized operators
Information
Name MB-Seare PRO 1
Type MB-Secure PRO 3000 Version 3.x
Serial number
In object - - x
Contact data - - X -
Connection data between IQ PaneiControl and panel
Connection Dwect
1P address 192.168.178.201 y:
1P port 443
User name admin
I )
Verify password w
Test connection |
Navigation | Dependency tree view © v
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Send your Smart Building License to the MB Secure PRO by selecting it and using a right-
click to choose the option "Send license from file."

To obtain this license, please contact the Honeywell System Partner responsible for the

project.
:_’ @@a- 1Q PanelControl - Shell
Navigation 5 | Panels
General 2 ||| Panel name Type
~ [B= Fresearerrot | MB-Secure PRO 3000
«» MB-Connectors S — ) . .
- # Edit newest panel Configuration
B Panels .
[i@ Create new panel configuration
2» Objects )
* ? [i@ Create new panel configuration with wizard
0 Customers . -
[C:l Import configuration
& Contactdata Y
Receive current panel configuration
[ Mobie devices E 2
'ﬂ Tickets L D Send license from file
Send newest panel configuration
User management E ,
® Send langugage file
&5 Operator
& Dperator groups %, Service functions
O tor:
z perators Web Interface (Browser)
Administration x % Print/ Export >
¢ o g
) Time tasks

Under the “License” tab, the active licenses are displayed.

For the MB Secure PRO, the Smart Building License is required, and for the MB Secure, the
“Remote Access Level 3" License is needed. Ensure that the respective license matching
the system you are using is displayed here, corresponding to the system you are using is
displayed here.

= Q- 1Q PaneiControl - Shell - 8 X
>/
Navigation 5| Panels
[ General 2 ||_LPand Type Serial number Ful access 1Q MultiAccess/Pro-Watch
o [Yvesearerrot | vB-seare PRO 3000 00345-12803408-8 [}
» MB-Connectors. -
. #  Edit newest panel Configuration
Panels
[3 Create new panel configuration
»> ~
S @ Create new panel configuration with wizard
@ Customers
= import configuration
& Contactdata
- 4 Receive current panel configuration
@ Mobie devices
™ Tidkets B Send license from file
& Send newest panel configuration
User t
Emensgemen B Send langugage file
-
& Operator gowps @, Service functions
& operstos Web Interface (Browser)
R “# Print/ Export »
§" Changelog
¥ Time tasks
& & Test connection 4 R & Send newest =
e (e
Feature name Maximum value J
|| rmezones 64
Magros »
SNVP network devices 0
Connection server o
Panel networkng 0
Remote access level 1 k|
Remote access level 2
Remote access level 3 v
=" |
Mobie app v
1P VS 2465 100 channels - Integrated AD level 2 (IP VdS 2465, E-Mal, SMS)
Internal Diler SIA DC-09/03
Notification - Integrated AD level 1 (E-Mai, SMS)
£:Mai Reports - Integrated AD -
mifare DESFire parameter
Navigation | Dependency tree view i e vl v
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By double-clicking on the system in the panel, another window with the system'’s
configuration opens.

Under System (1) » Remote Clients (2), check whether Loxone (3) is displayed (license-
dependent). Then assign a username and password (4), which the Loxone Miniserver can
use to query and - depending on control access — also operate the system.

L‘E! Bé - System - 1Q PanelControl [MB-Secure PRO 1 - Received from panel] - 8 x

Partitions 2| Remote chents |

b-!!!«-li&ﬂ-)l‘-ﬂ’“

[Eventis]

Configure this user with the Remote Client Type “Loxone” (5).

The selection "Control mode permitted” (6) determines whether the system can be
controlled by the Miniserver. Note that this may affect the VdS certification level.

Finally, save the file (7).

= - System - 1Q PanelControl [MB-Secure PRO 1 - Received from panel] - o x
Hordware SV Messages
Partitions. % Remote chents ‘
@ Sren tone templates Twpe Name Actve
1QPaneiContral 1QPaneicontal 3
Bl Sonatog gows Q2 Puralcie Q
 Detecr gt I
tec -
kg WINMAG WINMAG2
B Partions WINMAG WINAG3
O GobalDetector gro WG wieus
& Doorlst SERVICE SERVICEL
B opeatgunts SERVICE SERVICE2
& Detector growp plan M QMA
REVISION DIAGNOSTICS
Users and groups
MOBLE 469 MOBLE %P1
™ Holdays MOBILE APP MOBILE-APP2
¥ Room/tmezones MOBILE APP MOBILE-A9P3
Wi Access control mode MOBILE APP MOBILE-APP4
Wi Operatng unitrights
General
W Aming device rghts
& uses -
Name
% Loxane
Actve
R vecos
User name loxone
o ouputs
Password
Remote applications.
H
B semoteden Clent type Loxone
7
ccess U Ethermet, Etnemet, M8 Comnector
Eventlog
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Switch back to the program window IQ PanelControl “Shell” (1) and send the configuration
to the system using the red arrow "Send newest configuration” (2).

Important: The configuration must then be loaded back from the system using the green
arrow "Receive configuration” (3) to store the current timestamp, which is relevant for
authentication.

For every change or extension, these steps must be repeated. Otherwise, the Miniserver will
display an error message.

5 o0
‘

N

Serial rumber Full access IQ MultiAccess Pro-Watch

& || @Test (onnmnl 4 Receive cunr-gmmo-X§ Send newest configuration I =l

| | General | Confiwations | License | Authorized operators
& || [ informaton
Name MB-Seaure PRO 1

Type MB-Seae PRO 3000 Version 3x

« 1QPaneiControl and panel
Connecton Drect

1P address. 192.168.178.201 £

Pport 443

| T [ & Test connection
Navigaton | Dependency tree view L I~

Only then can the current configuration be reopened, and the inputs and (optionally)
outputs exported as an OPIF file.

Next, export the configuration of the 1/O list from the file. This will provide you with the
"OPIF file,” which must then be imported into the Loxone Config.

B seve

¥s Connection ] Init confi

ion wizard

% Print B Check config

EJ Lookand feel & Export/ Import ® Export configuration

Ribbon bar visible S  License usage Ed Exporti/Opointlist » [ EL  For WINMAG plus
© Autosave

& Import users 5% Forthird party
Hel
P e (%8 Export holidays E3 ForWago

4 Lock screen & Import holidays
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Loxone Config Settings:

In your configuration on the Miniserver, add the Honeywell Security Plugin from the

network devices.

] e & o

Auto Device Project Edit Objects of  Miniserver Miniserver
figuration  Status Validation  the Same Type Gateway Client
Periphery o
Y
Category: | All v|
Room: All v|
Preset filters| No Filters v]
utomatically

= Miniserver (Panel RO1 PO1)(~
-3~ Digital Inputs
5~ Analog Inputs
@-~3 Digital Outputs
S Virtual Inputs
2 Virtual Outputs

Intercom

-etwork Periphery

4=y Messages

E B

o
\®
L J
Gateway Network Add Network Add Add
Client Update Device Search! Device» Audioserver v Intercom v

Network P Add Network Device

O BaCnet

& BMW Wallbox PRO
[E3 EEBUS Device

@) Exosphere

8B Fidelio / Opera Server
O Gardena

Hunter Douglas PowerView Hub

i’
Husqvarna

iRoom Controller
Keba KeContact P20
Keba KeContact P30
Matter
Miele@home

Modbus Server

Jolreacoa

anTT

Q: Home Connect

C

Enter the IP address of the alarm system as well as the username and password that you
previously created in the Honeywell Security software.

Properties (Honeywell)

R Periphery o
Device not fully configured Y
Y Category: | All v|
E General Room: ‘ All v)
Name MB Secure PRO Preset filters ‘ No Filters v ‘
Description @ Filter automatically
[E"' Tet ‘ Edit... 2 Virtual Inputs |
Display Diagnostic Inputs I Virtual Outputs
Object Type Honeywell
Settings B Intercom
Address &-%* Network Periphery
Username & Network Intercommunicat
Password

HUBMB Secure PRO

[7 Monitor online status

{2) Messages
“ Lighting Groups

Import the OPIF file under "Load configuration file" into the Config.

L A= 2

— hd Lo
Project Management My Project Testing Diagnostics Network Periphery Air Tree
. f ‘ x x ‘
» . g
x = =

Disconnect Load from Save in Start Search Auto Device Project Edit Objects of

v Miniserver Miniserver LiveView~ (F5) Configuration  Status Validation  the Same Type | configuration file

Honeywell
u % Locally connected to MS9491 | Notsaved | Program identical Load configuration file
Pranertiec (Honsvwelll o  Perinherv
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The inputs will be automatically created.

Depending on the control access, all available outputs will also be added.

** Network Periphery
& Network Intercommunication
- H MB-Secure-PRO
“ Onlinestatus MB-Secure-PRO (Security)
=-®g Doors
® Main Door
=Py Macros
=Py Caution Sabotage!
3~ Status (1)
~3 Start (Q)
~3 Stop (Q)
P Reader Light Ring Alarm
#-Pp Reader Light Ring Armed
P Reader Light Ring Secured
Py Reader Ring Forced
=Py Virtual groups
&Py Test Board
5™ Status (Al)
2™ Alarm (1)
2™ Alarm ‘Always’ (1)
3~ Fault (1)
2~ Fire Alarm (1)
2"~ Full Set Prevention (1)
2™ Intruder Alarm (1)
2"~ Panic Alarm (1)
2~ Part Set Prevention (/)
2~ Tamper Alarm (1)
2~ Technical Alarm (1)
~3 Clear Alarms (Q)
~% Disarm (Q)
~3 Force Full set (Q)
~3 Full set (Q)
~3 Part set (Q)
~3 Silence Siren (Q)

>t

+ Last User Armed (T1)
%" Last User Disarmed (T1)
=" MG1 Magnetcontact
2~ Alarm (1)
3" Fault (1)
2™ Release (1)
#-®p MG2 Bolt Contact
Py MG3 Rolltorkontakt
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Honeywell Security Plug in

Ermadglicht die Einbindung der zertifizierten Alarmanlagen MB Secure PRO und MB Secure
von Honeywell Security.

Features:

Intern und Externe Scharf- und Unscharfstellen der Alarmanlage
Virtuelle Gruppenereignisse und -ansteuerungen

TUrereignisse und -ansteuerungen

Makroereignisse und -ansteuerungen

Ausgabe aller Systemzustande

Je nach Zertifizierungsgrad der Alarmanlage kann die bidirektionale Kommunikation in der
Programmierung auf eine unidirektionale Kommunikation auf Seiten der MB Secure
eingeschrdnkt werden.

Informationen:

Fir die MB Secure PRO wird die Smart Building Lizenz (Lizenzoption 059829) von
Honeywell Security bendtigt.

Far die MB Secure wird die Fremdanbindung Stufe 3 (Lizenzoption 059822) bendtigt.
Dieses Plugin wird ausschlieBlich von Miniservern der zweiten Generation
unterstutzt.

Sollte kein Zugriff auf die Anlage vorhanden sein, kontaktieren Sie den fir das Projekt
verantwortliche Honeywell System Partner.
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Erstkonfiguration:

Offnen Sie die Honeywell Software IQ PanelControl und loggen Sie sich mit einem
berechtigten Benutzer ein. Achten Sie darauf, dass die Software mindestens die Version
V16.05 bendtigt. Die Anlage MB Secure PRO muss sich mindestens auf V03.06 befinden
und eine aktivierte Smart Building Lizenz besitzen.

FlGhren Sie gegebenenfalls ein Update durch.

4 1Q PanelControl Login

)

Honeywell

Identification

User name service

Password

A Server

Address localhost

Port 3001

Ok

e@- 1Q PanelControl - Shell - o X

| Full access 1Q MutiAccess/Pro-Watch

MB-Secure PRO 3000

& & Test connection 4 R & Send newest P
General | Configurations | License  Authorized operators
& || informaten

Name MB-Seare PRO 1

Type M8-Secure PRO 3000 Version 3.x
Serial number

In object

Contact data - - X L]
| Connection data between IQ PaneiControl and panel

Connection Dwect

1P address 192.168.178.201 k;
1P port 443

User name admn

Navigation | Dependency tree view — v
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Senden Sie lhre Smart Building Lizenz zur MB Secure PRO, indem Sie diese auswdhlen und

mit einem Rechtsklick die Option "Lizenz aus Datei senden” auswdhlen.

Um diese Lizenz zu beziehen, kontaktieren Sie den fir das Projekt verantwortliche
Honeywell System Partner.

L_:,_l, @ 1Q PanelControl - Shell
=)
Navigation L | Panels
General 2 Panel name Type
- B Mvesearerro: | B-secure PRO 3000
% MB-Connectors . - : S
. # Edit newest panel Configuration
Panels
E’ [i@ Create new panel configuration
E Objects
* ? [i@ Create new panel configuration with wizard
Customers
¢ [CJ Import configuration
2. Contact data
-
’ Receive current panel configuration
[ Mobie devices
¥ Tickets ( D Send license from file )
‘ Send newest panel configuration
Use: nagement X
S ~ Send langugage file
& Operator groy
o groves @, Service functions
Operator
a aters Web Interface (Browser)
Administration A ‘% Print/ Export ’
§"  Changelog
Op Time tasks

Unter dem Reiter ,License" werden die aktiven Lizenzen angezeigt.

Fir die MB Secure PRO wird die Smart Building Lizenz bendtigt, und fir die MB Secure die
«Remote Access Level 3" Lizenz. Stellen Sie sicher, dass die jeweilige Lizenz, die zu der von

Ihnen verwendeten Anlage passt, hier angezeigt wird.

L';"I e@- 1Q PaneiControl - Shell - 8 X
Navigation o | panels
General 2 |L_Lpanel name Type Serial rumber Ful access 1Q MubAccess Pro-Watch
- o [mesearerro s | MB-seare PRO 3000 00345-12803408-8 L]
L MBComectors
. #  Edit newest panel Configuration
Panel
B ek 3 | Create new panel con
¥ Objects I
3 Create new panel configuration with wizard
@ Customers
[ Import configuration
& Contactdata
- 4@ Receive current panel configuration
Q Moble devices
¥ Tdets | B send icense from file
& Send newest panel configuration
EEsspement = % Send langugage file
-
& Operator grovps ®, | Service functions
& cpwaers [ Webinterface @Browser)
e o) @ Print/ Export »
¥ Changekg
3 Time tasks
@ Test connection 4 Receive configuration b Send newest configuration =t
General W-mmmdwm
[ Featre name | Maxsmum valve |
Timezones 6~
Macros £
SP network devices 0
Connecton server 0
Panel networkng )
Remote access level 1 |
Remote access level 2
Remote access level 3 v
== | o
Mobde app v
1P VS 2465 100 channels - Integrated AD level 2 (1P VS 2465, E-Mai, SMS)
Internal Dialer SIA DC-09/03
Notification - Integrated AD level 1 (E-Mai, SMS)
£Mai Reports - Integrated AD -
mifare DESFre parameter
| Navgaton | Dependency tree view e e M| E
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Mit einem Doppelklick auf die Anlage im Panel, 6ffnet sich ein weiteres Fenster mit der
Programmierung der Anlage.

Unter System (1) » Remote Clients (2) Uberprifen Sie, ob Loxone (3) angezeigt wird
(lizenzabhdngig). Vergeben Sie anschlieBend einen Benutzernamen und ein Passwort (4),
mit denen der Loxone Miniserver die Anlage abfragen und - je nach Steuerzugriff — auch
ansteuern kann.

System - 1Q PaneiControl [MB-Secure PRO 1 - Received from panel] o x

Access US8 Ethernet, Ethernet, M8 Connector

Eventiog

Konfigurieren Sie diesen Benutzer mit dem Remote-Client-Typ ,Loxone" (5).

Die Auswahl ,Control mode permitted” (6) legt fest, ob die Anlage vom Miniserver
angesteuert werden darf. Beachten Sie dabei, dass dies Auswirkungen auf den Vds
Zertifizierungsgrad haben kann.

Speichern Sie anschlieBend die Datei (7) ab.

- B - System - 1Q PanelControl [MB-Secure PRO 1 - Received from panel] 0 x
by’ ‘
=)
e | 5D Messoges
. .
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Wechseln Sie danach zuriick in das Programmfenster IQ PanelControl .Shell” (1) und
senden Sie die Konfiguration tber den roten Pfeil ,Send newest configuration” (2) an die

Anlage.

Wichtig: Danach muss die Konfiguration tGber den grinen Pfeil ,Receive configuration” (3)
aus der Anlage geladen werden, um den aktuellen Zeitstempel zu hinterlegen, der fir die
Authentifizierung relevant ist.

Bei jeder Anderung oder Erweiterung mussen die folgenden Schritte erneut durchgefihrt
werden. Andernfalls gibt der Miniserver eine Fehlermeldung aus.

5 ou-
g =
-

Serial number Full access 1Q MutiAccess Pro-Watch

OE ‘\, o= ® <

General | Configurations | License | Authorized operators
| 3 ||/ infomaton

Name B-secsre PRO 1

Type VB-Seare PRO 3000 Version 3x

Serial number
In object
Contactdata -

Connecton Orect
1P address 192.168.178.201
1P poct 443

User name admin

& Test connection

| Novgaton | Dependency tree view

Erst dann kann die aktuelle Programmierung erneut geéffnet und die Ein- und (optional)
Ausgdnge als OPIF-Datei exportiert werden.

Exportieren Sie anschlieBend die Konfiguration der |/O-Liste aus der Datei. Dadurch
erhalten Sie die ,OPIF-Datei”, welche anschlieBend in die Loxone Config importiert werden

muss.

¥ Connection : i wizard

% Print

K Look and feel Export / Import Export configuration xone

Ribbon bar visible % License usage Export I/O pointlist > | B | For WINMAG plus
@ Autosave

Import users [5% Forthird party

Hel
i Export holidays [ES  ForWago

9 Lock screen Import holidays SERVICE2
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Loxone Config Settings:

Flgen Sie in Ihrer Konfiguration beim Miniserver aus den Netzwerkgeraten das Honeywell

Security Plugin hinzu.

2 B e & &

Auto Device Project Edit Objects of Miniserver Miniserver
figuration  Status

Periphery
Y
Category: ‘AII
Room: | An
Preset filters| No Filters
utomatically
= Miniserver (Panel RO1 PO1)(~
®-2~ Digital Inputs

®-5~ Analog Inputs

-3 Digital Outputs
&3 Virtual Inputs
I Virtual Outputs
B Intercom

‘etwork Periphery

{2} Messages

Validation  the Same Type Gateway Client C

Gateway

Network P Add Network Device
O BACnet
& BMW Wallbox PRO
[E3 EEBUS Device
@ Exosphere
SE Fidelio / Opera Server
@ Gardena
Home Connect

&7 Hunter Douglas PowerView Hub
u Husqvarna

iRoom Controller

Keba KeContact P20

Keba KeContact P30

Matter

Miele@home

Modbus Server

Jo il rxaem

T

o —
%l | 3o
o -0 (]
Network  JAdd Network Add Add
lient Update Device Search| Device» Audioserver v Intercom v

Tragen Sie in den Einstellungen die IP-Adresse der Alarmanlage sowie den

Benutzernamen und das Passwort ein, die Sie zuvor in der Honeywell Security Software

erstellt haben.

Properties (Honeywell) R Periphery o
Device notfully configured Y
Y Category: | All v|
E General Room: ‘ All V‘
Name MB Secure PRO Preset fikevs‘ No Filters v |
Description @ Filter automatically
Hint Text ) Edit.. & Virtual Inputs —|
[;bJE:iF:j‘:EDIagnDStIC e Honeywell S irtuial COutputs
Settings B Intercom
Address &-%* Network Periphery
Username & Network Intercommunicat
Password H

[7 Monitor online status

#-{2) Messages
o Lighting Groups

Importieren Sie die OPIF-Datei unter ,Konfigurationsdatei laden” in die Config.

— DwAwr~ s

Project Management

3 L 4L O

Disconnect Load from Save in Start
v Miniserver Miniserver LiveView~

@ 4

Pranertiec (Hansvwelll

My Project

Locally connected to MS9491

Testing Diagnostics
x x
Search Auto Device
(F5) Configuration  Status

| Notsaved | Program identical

a Perinherv

Network Periphery

B

Project
Validation

Air

Edit Objects of
the Same Type

Lo

configuration file
Honeywell

Load configuration file
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Die Eingdnge werden anschlieBend automatisch erstellt.

Abhdngig vom Steuerzugriff werden auch alle verfligbaren Ausgdnge eingefligt.
** Network Periphery
+ Network Intercommunication
= H MB-Secure-PRO
“ Onlinestatus MB-Secure-PRO (Security)
=-®g Doors
® Main Door
=-Pg Macros
=My Caution Sabotage!
3~ Status (1)
~s Start (Q)
~3 Stop (Q)
P Reader Light Ring Alarm
&My Reader Light Ring Armed
P Reader Light Ring Secured
&My Reader Ring Forced
=Py Virtual groups
&Py Test Board
5> Status (Al)
2~ Alarm (1)
2™ Alarm ‘Always’ (1)
2~ Fault (1)
2" Fire Alarm (1)
2™ Full Set Prevention (1)
2™ Intruder Alarm (1)
2~ Panic Alarm (1)
2~ Part Set Prevention (/)
2~ Tamper Alarm (1)
2~ Technical Alarm (1)
~3 Clear Alarms (Q)
~3 Disarm (Q)
~3 Force Full set (Q)
~3 Full set (Q)
~3 Part set (Q)
~3 Silence Siren (Q)
3" Last User Armed (T1)
%" Last User Disarmed (T1)
=" MG1 Magnetcontact
2~ Alarm (1)
2~ Fault (1)
2" Release (1)
#-®p MG2 Bolt Contact
&My MG3 Rolltorkontakt
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